
Cloud Computing 

UNIT - 1 

 

1. What is Cloud Computing? 

Cloud computing is a service, which offers customers to work over the internet. It simply states 

that cloud computing means storing and accessing the data and programs over the internet rather 

than the computer’s hard disk. The data can be anything such as music, files, images, documents, 

and many more. 

The user can access the data from anywhere just with the help of an internet connection. To access 

cloud computing, the user should register and provide with ID and password for security reasons. 

The speed of transfer depends on various factors such as internet speed, the capacity of the server, 

and many more. 

The management of Cloud Computing is done by the host itself as they come up with new 

modifications, which continuously improves the service. The host has an ample amount of storage 

and fast processing servers, through which the data gets accessed very quickly. Cloud Computing 

major advantage is that the user can only concentrate on the job while leaving the problems 

behind. 
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What is Cloud? 

The term Cloud refers to a Network or Internet. In other words, we can say that Cloud is 

something, which is present at remote location. Cloud can provide services over public and 
private networks, i.e., WAN, LAN or VPN. 

Applications such as e-mail, web conferencing, customer relationship management (CRM) 
execute on cloud. 

What is Cloud Computing? 

Cloud Computing refers to manipulating, configuring, and accessing the hardware and software 
resources remotely. It offers online data storage, infrastructure, and application.  

 

Cloud computing offers platform independency, as the software is not required to be installed 

locally on the PC. Hence, the Cloud Computing is making our business 
applications mobile and collaborative. 

Basic Concepts 

There are certain services and models working behind the scene making the cloud computing 
feasible and accessible to end users. Following are the working models for cloud computing:  

 Deployment Models 

 Service Models 

Deployment Models 

Deployment models define the type of access to the cloud, i.e., how the cloud is located? Cloud 
can have any of the four types of access: Public, Private, Hybrid, and Community.  



 

Public Cloud 

The public cloud allows systems and services to be easily accessible to the general public. Public 
cloud may be less secure because of its openness.  

Private Cloud 

The private cloud allows systems and services to be accessible within an organization. It is more 
secured because of its private nature.  

Community Cloud 

The community cloud allows systems and services to be accessible by a group of organizations.  

Hybrid Cloud 

The hybrid cloud is a mixture of public and private cloud, in which the critical activities are 
performed using private cloud while the non-critical activities are performed using public cloud.  

Service Models 

Cloud computing is based on service models. These are categorized into three basic service 
models which are - 

 Infrastructure-as–a-Service (IaaS) 

 Platform-as-a-Service (PaaS) 

 Software-as-a-Service (SaaS) 

Anything-as-a-Service (XaaS) is yet another service model, which includes Network-as-a-

Service, Business-as-a-Service, Identity-as-a-Service, Database-as-a-Service or Strategy-as-a-
Service. 



The Infrastructure-as-a-Service (IaaS) is the most basic level of service. Each of the service 
models inherit the security and management mechanism from the underlying model, as shown in 
the following diagram: 

 

Infrastructure-as-a-Service (IaaS) 

IaaS provides access to fundamental resources such as physical machines, virtual machines, 
virtual storage, etc. 

Platform-as-a-Service (PaaS) 

PaaS provides the runtime environment for applications, development and deployment tools, etc.  

Software-as-a-Service (SaaS) 

SaaS model allows to use software applications as a service to end-users. 

 

History of Cloud Computing 

The concept of Cloud Computing came into existence in the year 1950 with implementation of 
mainframe computers, accessible via thin/static clients. Since then, cloud computing has been 

evolved from static clients to dynamic ones and from software to services. The following diagram 
explains the evolution of cloud computing: 



 

Before cloud computing emerged,  there was client/server computing, centralized storage in which 

all the data, software applications and all the controls reside on the server side. 

If a user wants to run a program or access a specific data, then he connects to the server and gain 

appropriate access and can do his business. Distributed computing concept came after this, where 

all the computers are networked together and resources are shared when needed. 

The Cloud Computing concept came into the picture in the year 1950 with accessible via thin/static 

clients and the implementation of mainframe computers. Then in 1961, John McCarthy delivered a 

speech at MIT in which he suggested that computing can be sold like a utility like electricity and 

food. The idea was great but it was much ahead of its time and despite having an interest in the 

model, the technology at that time was not ready for it. 

In 1999, Salesforce.com became the 1st company to enter the cloud arena, excelling the concept of 

providing enterprise-level applications to end users through the Internet. Then 

in 2002, Amazon came up with Amazon Web Services, providing services like computation, 

storage, and even human intelligence. In 2009, Google Apps and Microsoft’s Windows 

Azure also started to provide cloud computing enterprise applications. Other companies like HP 

and Oracle also joined the stream of cloud computing, for fulfilling the need for greater data 

storage. 
 

 



Cloud Computing Architecture 

Cloud Computing architecture comprises of many cloud components, which are loosely coupled. 
We can broadly divide the cloud architecture into two parts: 

 Front End 

 Back End 

Each of the ends is connected through a network, usually Internet. The following diagram shows 
the graphical view of cloud computing architecture: 

 

Front End 

The front end refers to the client part of cloud computing system. It consists of interfaces and 
applications that are required to access the cloud computing platforms, Example - Web Browser. 

Back End 

The back End refers to the cloud itself. It consists of all the resources required to provide cloud 
computing services. It comprises of huge data storage, virtual machines, security mechanism, 
services, deployment models, servers, etc.  

Note 

 It is the responsibility of the back end to provide built- in security mechanism, traffic 
control and protocols. 

 The server employs certain protocols known as middleware, which help the connected 
devices to communicate with each other.  

 



Points to consider 

1. It is the primary authority and responsibility of the back end to provide a built- in security 
mechanism, traffic control, and protocols.  

2. The operating system on a bare metal server – known popularly as a hypervisor – makes use 
of well-defined protocols allowing multiple guest virtual machines to run concurrently. The 
hypervisor guides communication between its containers and the connected world beyond.  

A central server is responsible for managing and running the system, systematically reviewing the 

traffic and client requests to make certain that everything is running smoothly. Hypervisors come 
in various flavors: 

1. Native hypervisors: They are run directly on a bare metal server without an intermediary 
operating system and thus carry full responsibility for performance and reliability. 

2. Embedded hypervisors: They are assimilated into a processor on a separate chip, improving 

server performance. 
3. Hosted hypervisors: These run as a distinct software layer above both the hardware and the 

OS, This sort of hypervisor is beneficial for both private and public clouds to achieve 
performance improvements. 

The server virtualization methodology used by hypervisors bypasses some of the physical 
limitations that stand-alone servers can face. Virtualization allows software to trick a physical 

server into thinking it is, in fact, part of a multiple server environment, and therefore capable of 
drawing on extra, otherwise underutilized, capacity. 

As the numbers of services hosted by a cloud computing provider grow, the demands of higher 

traffic and compute loads that obviously grow with it must be anticipated and accommodated. But 
exponentially growing demands for storage space can’t be ignored.  

To properly maintain and protect a client’s data, a cloud computing architecture requires greater 
redundancy that might be needed for locally hosted systems. The copies generated by this 
necessary redundancy allow the central server to jump in and access backup images to quickly 

retrieve and restore needed data.  

Cloud Storage 

What is Cloud Storage? 

Cloud storage is a cloud computing model that stores data on the Internet through a cloud 

computing provider who manages and operates data storage as a service. It’s delivered on demand 

with just- in-time capacity and costs, and eliminates buying and managing your own data storage 

infrastructure. This gives you agility, global scale and durability, with ―anytime, anywhere‖ data 

access. 

https://cloudacademy.com/blog/virtualization-why-its-a-crucial-technology-for-the-cloud-world/
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How Does Cloud Storage Work? 

Cloud storage is purchased from a third party cloud vendor who owns and operates data storage 

capacity and delivers it over the Internet in a pay-as-you-go model. These cloud storage vendors 

manage capacity, security and durability to make data accessible to your applications all around 

the world. 

Applications access cloud storage through traditional storage protocols or directly via an API. 

Many vendors offer complementary services designed to help collect, manage, secure and analyze 

data at massive scale. 

 

Benefits of Cloud Storage 
Storing data in the cloud lets IT departments transform three areas:  

1. Total Cost of Ownership. With cloud storage, there is no hardware to purchase, storage to 
provision, or capital being used for "someday" scenarios. You can add or remove capacity on 

demand, quickly change performance and retention characteristics, and only pay for storage  
that you actually use. Less frequently accessed data can even be automatically moved to lower 
cost tiers in accordance with auditable rules, driving economies of scale.  

2. Time to Deployment. When development teams are ready to execute, infrastructure should  

never slow them down. Cloud storage allows IT to quickly deliver the exact amount of storage 
needed, right when it's needed. This allows IT to focus on solving complex application 
problems instead of having to manage storage systems.  

3. Information Management. Centralizing storage in the cloud creates a tremendous leverage 

point for new use cases. By using cloud storage lifecycle management policies, you can 
perform powerful information management tasks including automated tiering or locking down 

data in support of compliance requirements.  
 

 

 
 

Cloud Storage Requirements 



 

Ensuring your company's critical data is safe,  
secure, and available when needed is essential.  

There are several fundamental requirements  
when considering storing data in the cloud.   

 

Durability. Data should be redundantly stored, ideally  
across multiple facilities and multiple devices in  

each facility. Natural disasters, human error, or mechanical  
faults should not result in data loss.   

Availability. All data should be available when needed, 
but there is a difference between production data and  

archives. The ideal cloud storage will deliver the right  
balance of retrieval times and cost.   

Security. All data is ideally encrypted, both at rest and in transit. Permissions and access 
controls should work just as well in the cloud as they do for on premises storage.  

 

Types of Cloud Storage 
 

There are three types of cloud data storage: object storage, file storage, and block storage. Each 

offers their own advantages and have their own use cases: 

1. Object Storage - Applications developed in the cloud often take advantage of object storage's 
vast scalablity and metadata characteristics. Object storage solutions like Amazon Simple 

Storage Service (S3) are ideal for building modern applications from scratch that require scale 
and flexibility, and can also be used to import existing data stores for analytics, backup, or 
archive. 

2. File Storage - Some applications need to access shared files and require a file system. This 
type of storage is often supported with a Network Attached Storage (NAS) server. File 
storage solutions like Amazon Elastic File System (EFS) are ideal for use cases like large 
content repositories, development environments, media stores, or user home directories.  

3. Block Storage - Other enterprise applications like databases or ERP systems often require 
dedicated, low latency storage for each host. This is analagous to direct-attached storage (DAS) 
or a Storage Area Network (SAN). Block-based cloud storage solutions like Amazon Elastic 

Block Store (EBS) are provisioned with each virtual server and offer the ultra low latency 
required for high performance workloads.  

 

https://aws.amazon.com/iam/
https://aws.amazon.com/iam/
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Why Cloud Computing Matters 

From the unanticipated act of terrorism to digital attacks, various incidents threaten business 

continuity. That is why it is important for businesses to consider cloud computing. In this article, 

we feature the reasons why cloud computing is still relevant in 2019. Small, medium and large 

enterprises, cannot afford to undermine the important role cloud computing plays today. Here are 

some of the reasons we think cloud computing matters for your business.  

 Cloud Provides Better Security 

The cloud might seem like a very distant and intangible place to store your data. However, this is 

the most secure way to store valuable data. Provided the cloud service provider has installed good 

anti-virus software, and firewall rules, cloud computing offers you best security. Therefore, you 

are guaranteed that your data and the analytics remain safe and not floating around for hackers or 

unauthorized personnel to find. In other words, cloud computing provides a high level of security 

to business data. It is ideal for every business that is concerned about security.  

Cloud Computing Means More Available Space 

An important aspect of the cloud is that it allows the business to enjoy more space. You can store a 

large amount of data without requiring an installation of additional drives. You just need to 

upgrade to the plan that gives you additional space. Therefore, rather than buying additional disk 

when you run out of space, you just upgrade through a couple of clicks and you are done.  

Enjoy More Collaboration 

Through cloud computing, you can enjoy workplace collaboration.  Information can be shared 

across the organization. This is boundary- less collaboration allowing you to share the folders 

internationally. So long as colleagues have access to the shared folder or documents, you are able 

to enjoy unlimited collaboration. 

Cost Effective Storage 

You can make a onetime unlimited storage subscription.  This is ideal when a business requires 

high scalability. Instead of having to purchase multiple hard drives, you can relatively enjoy high 

scalability at minimal costs. Cloud computing also allows you to purchase the storage that you 

only need. You don’t have to keep purchasing storage that you do not require. This helps to avoid 

unnecessary costs. 

 Redundancy Helping to Protect your Business 

Cloud computing provides the business with duplicate copies and systems that can be used in the 

case of system failure. Even in case of inaccessibility to a file, you can recover it from the remote 



storage. The redundancy is made possible through having replicated copies accessible to differe nt 

computers. 

Advantages of Cloud Computing 

 

 

Cloud computing technology today has become something every business uses or plans to move 
to. The types of cloud have catered to every organization’s needs. Be it a public cloud, a private 

cloud or a hybrid cloud, all the three categories are enough to rock the world. Cloud computing is 
that one business solution that every enterprise uses. With a number of pros of cloud computing, 

there come corresponding cons as well.  

Today, we will understand the pros and cons of cloud computing in business. 

Come; let’s acknowledge the benefits of cloud computing first:  

1. Say ‘Goodbye’ to costly systems: Cloud hosting enables the businesses to enjoy minimal 
expenditure. As everything can be done in the cloud, the local systems of the employees have very 

less to do with. It saves the dollars that are spent on costly devices.  

2. Access from innumerable options: Another advantage of cloud computing is accessing the 
environment of cloud not only from the system but through other amazing options. These options 
are tablets, IPad, netbooks and even mobile phones. It not only increases efficiency but enhances 

the services provided to the consumers. The requested orders, documents, and valuable files are 
available via a single touch. 

3. Software Expense: Cloud infrastructure eliminates the high software costs of the businesses. 

The numbers of software are already stored on the cloud servers. It removes the need for buying 
expensive software and paying for their licensing costs. The feature of time to time software 
upgrading retains your company’s time and money.  

http://29488bph2eykdx8e6av5yk5o74.hop.clickbank.net/?tid=HIIAMUMESHSINGH


4. The cooked food: The expense of adding new employees is not affected by the applications’ 
setup, installation and arrangement of a new device. Cloud applications are right at the desk of 

employees that are ready to let them perform all the work. The cloud devices are like cooked food.  

5. Lowers traditional servers’ cost: Cloud for business removes the huge costs at the front for the 
servers of the enterprise. The extra costs associated with increasing memory, hard drive space and 

processing power are all abolished. 

6. Data Centralization: Another key benefit of cloud services is the centralized data. The 
information for multiple projects and different branch offices are stored in one location that can be 

accessed from remote places. 

7. Data Recovery: Cloud computing providers enables automatic data backup on the cloud 
system. The recovery of data when a hard drive crash is either not possible or may cost a huge 
amount of dollars or wastage of valuable time.  

8. Sharing Capabilities: We talked about documents accessibility, let’s hit sharing too. All your 

precious documents and files can be emailed, and shared whenever required. So, you can be 
present wherever you are not! 

9. Cloud Security: Cloud service vendor chooses only the highest secure data centers for your 

information. Moreover, for sensitive information in the cloud there are proper auditing, passwords, 
and encryptions. 

10. Free Cloud Storage: Cloud is the best platform to store all your valuable information. The 

storage is free, limitless and forever secure, unlike your system.  

11. Instantly Test: Various tools employed in cloud computing permits you to test a new product, 
application, feature, upgrade or load instantly. The infrastructure is quickly available with 
flexibility and scalability of distributed testing environment.  

Disadvantages of Cloud Computing  

1. Net Connection: For cloud computing, an internet connection is a must to access your precious 
data. 

2. Low Bandwidth: With a low bandwidth net, the benefits of Cloud computing cannot be 

utilized. Sometimes even a high bandwidth satellite connection can lead to poor quality 
performance due to high latency. 

3. Affected Quality: The internet is used for various reasons such as listening to audios, watching 
videos online, downloading and uploading heavy files, printing from the cloud and the list goes on. 

The quality of Cloud computing connection can get affected when a lot of people utilize the net at 
the same time. 



4. Security Issues: Of course, cloud computing keeps your data secure. But for maintaining 
complete security, an IT consulting firm’s assistance and advice is important. Else, the business 

can become vulnerable to hackers and threats.  

5. Non-negotiable Agreements: Some cloud computing vendors have non-negotiable contracts 
for the companies. It can be disadvantageous for a lot of businesses. 

6. Cost Comparison: Cloud software may look like an affordable option when compared to an in-

house installation of software. But it is important to compare the features of the installed software 
and the cloud software. As some specific features in the cloud software can be missing that might 

be essential for your business. Sometimes you are charged extra for unrequired additional features.  

7. No Hard Drive: As Steve Jobs, the late chairman of Apple had exclaimed ―I don’t need a hard 
disk on my computer if I can get to the server faster… carrying around these non-connected 
computers is byzantine by comparison.‖ But some people who use programs cannot do without an 

attached hard drive. 

8. Lack of full support: Cloud-based services do not always provide proper support to the 
customers. The vendors are not available on e-mail or phones and want the consumers to depend 

on FAQ and online community for support. Due to this, complete transparency is never offered.  

9. Incompatibility: Sometimes, there are problems of software incompatibility. As some 
applications, tools, and software connect particularly to a personal computer.  

10. Lack of insight into your network: It’s true cloud computing companies provide you access 

to data like CPU, RAM, and disk utilization. But just think once how minimal your insight 
becomes into your network. So, if it’s a bug in your code, a hardware problem or anything, w ithout 
recognizing the issue it is impossible to fix it.  

11. Minimal flexibility: The application and services run on a remote server. Due to this, 

enterprises using cloud computing have minimal control over the functions of the software as well 
as hardware. The applications can never be run locally due to the remote software.  

SaaS cloud computing applications offer lower total cost of ownership. SaaS applications do not 

need large capital investments for support infrastructure or licenses. The costs of clo ud computing 
keep on varying, and it becomes important to check ongoing prices.  

To conclude, there are pros and cons of cloud but cloud has become a mandatory part of every 

business venture. Today, one cannot think without enjoying the benefits of cloud co mputing. With 
careful precautions and efforts the disadvantages of cloud computing can be minimized. It’s true 
that cloud computing has rocked the business world. The pros outweighs the cons of cloud 

computing. The minimized costs, easy access, data backup, data centralization, sharing 
capabilities, security, free storage and quick testing speaks for itself. The argument becomes even 

stronger with the enhanced flexibility and dependability.  

http://en.wikipedia.org/wiki/Steve_Jobs
https://www.apple.com/


Cloud Service 
A cloud service is any service made available to users on demand via the Internet from a cloud 

computing provider's servers as opposed to being provided from a company's own on-

premises servers. Cloud services are designed to provide easy, scalable access to applications, 

resources and services, and are fully managed by a cloud services provider. 

Cloud Services are Dynamic and Scale 

A cloud service can dynamically scale to meet the needs of its users, and because the service 

provider supplies the hardware and software necessary for the service, there’s no need for a 

company to provision or deploy its own resources or allocate IT staff to manage the service.  

Examples of cloud services include online data storage and backup solutions, Web-based e-mail 

services, hosted office suites and document collaboration services, database processing, managed 

technical support services and more.  

Cloud services provide many IT services traditionally hosted in-house, including provisioning an 

application/database server from the cloud, replacing in-house storage/backup with cloud storage 
and accessing software and applications directly from a web browser without prior installation.  

There are three basic types of cloud services: 

 Software as a service (SaaS) 

 Infrastructure as a service (IaaS) 
 Platform as a service (PaaS) 

Cloud services provide great flexibility in provisioning, duplicating and scaling resources to 
balance the requirements of users, hosted applications and solutions. Cloud services are built, 

operated and managed by a cloud service provider, which works to ensure end-to-end availability, 
reliability and security of the cloud.  
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UNIT – 2 

 

Types of Cloud Service Development 

 

In this part of the Cloud Computing Tutorial, we will explore the three types of Cloud Computing 

which are: 

i. SaaS 

SaaS stands for Software as a Service, provides a facility to the user to use the software from 

anywhere with the help of an internet connection. It is also known as software on demand. The 

remote access is possible because of service providers, host applications and their associated data 

at their location. There are various benefits of the SaaS as it is economical and only the user has to 

pay for some of the basic costs such as licensing fees, insta llation costs, maintenance fees, and 

support fees. Some of the examples of SaaS are Yahoo! Mail, Hotmail, and Gmail.  

 

ii. PaaS 

PaaS stands for Platform as a Service. This helps the user by providing the facility to make, 

publish, and customize the software in the hosted environment. An internet connection helps to do 

it. It also has several benefits such as it has lower costs and only the user has to pay for the 

https://data-flair.training/blogs/software-as-a-service-saas/
https://data-flair.training/blogs/platform-as-a-service-paas/
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essential things. The host of a PaaS has the hardware and software of its own. This frees the user 

from installing the hardware and software to execute a new application.  

 

 

iii. IaaS 

IaaS stands for Infrastructure as a Service. With the help of IAAS, the user can use IT hardware 

and software just by paying the basic price of it. The companies that use IaaS are IBM, Google, 

and Amazon. With the help of visualization, the host can manage and create the infrastructure 

resources at the cloud. For small start-ups and firms, the IaaS has the major advantage as it benefits 

them with the infrastructure rather than spending a large amount of money on hardware and 

infrastructure. The reason for choosing IaaS is that it is easier, faster, and cost-efficient which 

reduces the burden of the organizations.  

 

Cloud Computing Software as a Service (SaaS) 

Software-as–a-Service (SaaS) model allows to provide software application as a service to the 
end users. It refers to a software that is deployed on a host service and is accessible via Internet. 
There are several SaaS applications listed below: 

 Billing and invoicing system 

 Customer Relationship Management (CRM) applications 

 Help desk applications 

 Human Resource (HR) solutions 

https://data-flair.training/blogs/infrastructure-as-a-service-iaas/
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Some of the SaaS applications are not customizable such as Microsoft Office Suite. But SaaS 
provides us Application Programming Interface (API), which allows the developer to develop 
a customized application. 

Characteristics 

Here are the characteristics of SaaS service model: 

 SaaS makes the software available over the Internet.  

 The software applications are maintained by the vendor.  

 The license to the software may be subscription based or usage based. And it is billed on 
recurring basis. 

 SaaS applications are cost-effective since they do not require any maintenance at end user 
side. 

 They are available on demand. 

 They can be scaled up or down on demand.  

 They are automatically upgraded and updated. 

 SaaS offers shared data model. Therefore, multiple users can share single instance of 
infrastructure. It is not required to hard code the functionality for individual users.  

 All users run the same version of the software.  

Benefits 

Using SaaS has proved to be beneficial in terms of scalability, efficiency and performance. Some 
of the benefits are listed below: 

 Modest software tools 

 Efficient use of software licenses 

 Centralized management and data 

 Platform responsibilities managed by provider 

 Multitenant solutions 

Modest software tools 

The SaaS application deployment requires a little or no client side software installation, which 
results in the following benefits: 

 No requirement for complex software packages at client side  

 Little or no risk of configuration at client side 

 Low distribution cost 



Efficient use of software licenses 

The customer can have single license for multiple computers running at different locations which 

reduces the licensing cost. Also, there is no requirement for license servers because the software 
runs in the provider's infrastructure.  

Centralized management and data 

The cloud provider stores data centrally. However, the cloud providers may store data in a 
decentralized manner for the sake of redundancy and reliability.  

Platform responsibilities managed by providers  

All platform responsibilities such as backups, system maintenance, security, hardware refresh, 

power management, etc. are performed by the cloud provider. The customer does not need to 
bother about them. 

Multitenant solutions 

Multitenant solutions allow multiple users to share single instance of different resources in virtual 
isolation. Customers can customize their application without affecting the core functionality.  

Issues 

There are several issues associated with SaaS, some of them are listed below: 

 Browser based risks 

 Network dependence 

 Lack of portability between SaaS clouds 

Browser based risks 

If the customer visits malicious website and browser becomes infected, the subsequent access to 
SaaS application might compromise the customer's data.  

To avoid such risks, the customer can use multiple browsers and dedicate a specific browser to 
access SaaS applications or can use virtual desktop while accessing the SaaS applications.  

Network dependence 

The SaaS application can be delivered only when network is continuously available. Also 
network should be reliable but the network reliability cannot be guaranteed either by cloud 
provider or by the customer. 

Lack of portability between SaaS clouds 

Transferring workloads from one SaaS cloud to another is not so easy because work flow, 
business logics, user interfaces, support scripts can be provider specific.  



Open SaaS and SOA 

Open SaaS uses those SaaS applications, which are developed using open source programming  

language. These SaaS applications can run on any open source operating system and database. 
Open SaaS has several benefits listed below: 

 No License Required 

 Low Deployment Cost 

 Less Vendor Lock- in 

 More portable applications 

 More Robust Solution 

The following diagram shows the SaaS implementation based on SOA: 

 
 

 

Cloud Computing Platform as a Service (PaaS) 

Platform-as-a-Service offers the runtime environment for applications. It also offers 

development and deployment tools required to develop applications. PaaS has a feature of point-
and-click tools that enables non-developers to create web applications.  

App Engine of Google and Force.com are examples of PaaS offering vendors. Developer may 
log on to these websites and use the built-in API to create web-based applications. 



But the disadvantage of using PaaS is that, the developer locks-in with a particular vendor. For 
example, an application written in Python against API of Google, and using App Engine of 
Google is likely to work only in that environment.  

The following diagram shows how PaaS offers an API and development tools to the developers 
and how it helps the end user to access business applications. 

 

Benefits 

Following are the benefits of PaaS model: 

 



Lower administrative overhead 

Customer need not bother about the administration because it is the responsibility of cloud 
provider. 

Lower total cost of ownership 

Customer need not purchase expensive hardware, servers, power, and data storage.  

Scalable solutions 

It is very easy to scale the resources up or down automatically, based on their demand.  

More current system software 

It is the responsibility of the cloud provider to maintain software versions and patch installations.  

Issues 

Like SaaS, PaaS also places significant burdens on customer's browsers to maintain reliable and 

secure connections to the provider’s systems. Therefore, PaaS shares many of the issues of SaaS. 
However, there are some specific issues associated with PaaS as shown in the following diagram:  

 

Lack of portability between PaaS clouds 

Although standard languages are used, yet the implementations of platform services may vary. 
For example, file, queue, or hash table interfaces of one platform may differ from another, making 
it difficult to transfer the workloads from one platform to another.  

Event based processor scheduling 

The PaaS applications are event-oriented which poses resource constraints on applications, i.e., 
they have to answer a request in a given interval of time.  



Security engineering of PaaS applications  

Since PaaS applications are dependent on network, they must explicitly use cryptography and 
manage security exposures. 

Characteristics 

Here are the characteristics of PaaS service model: 

 PaaS offers browser based development environment. It allows the developer to create 

database and edit the application code either via Application Programming Interface or 
point-and-click tools. 

 PaaS provides built-in security, scalability, and web service interfaces. 

 PaaS provides built- in tools for defining workflow, approval processes, and business 
rules. 

 It is easy to integrate PaaS with other applications on the same platform.  

 PaaS also provides web services interfaces that allow us to connect the applications outside 
the platform. 

PaaS Types 

Based on the functions, PaaS can be classified into four types as shown in the following diagram:  

 

Stand-alone development environments 

The stand-alone PaaS works as an independent entity for a specific function. It does not include 
licensing or technical dependencies on specific SaaS applications.  

Application delivery-only environments 

The application delivery PaaS includes on-demand scaling and application security. 

Open platform as a service 

Open PaaS offers an open source software that helps a PaaS provider to run applications.  



Add-on development facilities 

The add-on PaaS allows to customize the existing SaaS platform.  

 

Cloud Computing Infrastructure as a Service (IaaS) 

Infrastructure-as-a-Service provides access to fundamental resources such as physical 
machines, virtual machines, virtual storage, etc. Apart from these resources, the IaaS also offers:  

 Virtual machine disk storage 

 Virtual local area network (VLANs) 

 Load balancers 

 IP addresses 

 Software bundles 

All of the above resources are made available to end user via server virtualization. Moreover, 
these resources are accessed by the customers as if they own them.  

 



Benefits 

IaaS allows the cloud provider to freely locate the infrastructure over the Internet in a cost-
effective manner. Some of the key benefits of IaaS are listed below: 

 Full control of the computing resources through administrative access to VMs.  

 Flexible and efficient renting of computer hardware. 

 Portability, interoperability with legacy applications.  

Full control over computing resources through administrative access to VMs 

IaaS allows the customer to access computing resources through administrative access to virtual 
machines in the following manner: 

 Customer issues administrative command to cloud provider to run the virtual machine or to 
save data on cloud server. 

 Customer issues administrative command to virtual machines they owned to start web 
server or to install new applications.  

Flexible and efficient renting of computer hardware 

IaaS resources such as virtual machines, storage devices, bandwidth, IP addresses, monitoring 
services, firewalls, etc. are made available to the customers on rent. The payment is based upon 
the amount of time the customer retains a resource. Also with administrative access to virtual 
machines, the customer can run any software, even a custom operating system.  

Portability, interoperability with legacy applications 

It is possible to maintain legacy between applications and workloads between IaaS clouds. For 
example, network applications such as web server or e-mail server that normally runs on 
customer-owned server hardware can also run from VMs in IaaS cloud.  

Issues 

IaaS shares issues with PaaS and SaaS, such as Network dependence and browser based risks. It 
also has some specific issues, which are mentioned in the following diagram: 

 



Compatibility with legacy security vulnerabilities 

Because IaaS offers the customer to run legacy software in provider's infrastructure, it exposes 
customers to all of the security vulnerabilities of such legacy software.  

Virtual Machine sprawl 

The VM can become out-of-date with respect to security updates because IaaS allows the 

customer to operate the virtual machines in running, suspended and off state. However, the 
provider can automatically update such VMs, but this mechanism is hard and complex.  

Robustness of VM-level isolation 

IaaS offers an isolated environment to individual customers through hypervisor. Hypervisor is a 

software layer that includes hardware support for virtualization to split a physical computer into 
multiple virtual machines. 

Data erase practices 

The customer uses virtual machines that in turn use the common disk resources provided by the 
cloud provider. When the customer releases the resource, the cloud provider must ensure that next 
customer to rent the resource does not observe data residue from previous customer.  

Characteristics 

Here are the characteristics of IaaS service model: 

 Virtual machines with pre-installed software. 

 Virtual machines with pre-installed operating systems such as Windows, Linux, and 
Solaris. 

 On-demand availability of resources.  

 Allows to store copies of particular data at different locations.  

 The computing resources can be easily scaled up and down. 

Web Services and Cloud Computing 

The following Venn diagram illustrates the relationships among Web Services, service-oriented 
architecture (SOA), and Cloud Computing. Web Services encapsulates Cloud Computing in this 

diagram because Cloud Computing uses Web Services for connections (you might find exceptions, 
but they are rare). It is possible, however, to use Web Services in situations other than Cloud 
Computing. Such use of Web Services may be part of a service-oriented architecture, but it may 

not. Web Services could be simply be a connection. Finally, it is possible to have a service-
oriented architecture and not use Web Services for connections.  



 

On-Demand Computing 

On-demand computing is a business computing model in which computing resources are made 
available to the user on an ―as needed‖ basis.  Rather than all at once, on-demand computing 

allows cloud hosting companies to provide their clients with access to computing resources as 
they become necessary. 

What Are the Advantages of On-Demand Computing? 

The on-demand computing model was developed to overcome the common challenge that 

enterprises encountered of not being able to meet unpredictable, fluctuating computing demands 
in an efficient manner.  Businesses today need to be agile and need the ability to scale resources 
easily and quickly based on rapidly changing market needs.  Because an enterprise’s demand 

for computing resources can vary dramatically from one period of time to another, maintaining 
sufficient resources to meet peak requirements can be costly.  However, with on-demand 

computing, companies can cut costs by maintaining minimal computing resources until they run 
into the need to increase them, meanwhile only paying for what they use.  

Industry experts predict on-demand computing to soon be the most widely used computing 
model for enterprises.  In fact, IBM’s vice-president of technology and strategy stated, ―The 

technology is at a point where we can start to move into an era of on-demand computing.  I give 
it between two and four years to reach a level of maturity.‖ 

Cloud Computing Creates Success in the Manufacturing Industry  

According to a recent article in Forbes, many in the manufacturing industry are seeking cloud-
based services in order to increase efficiency from a supply chain, distribution, and services 

standpoint. In fact, more than a few manufacturers have already adopted cloud-based 
applications throughout their companies. According to MintJutras, a research-based consulting 
firm that specializes in analyzing the business impact of enterprise applications, SaaS 

http://www.forbes.com/sites/louiscolumbus/2013/05/06/ten-ways-cloud-computing-is-revolutionizing-manufacturing/


applications make up 22% of all manufacturing and distribution software installed today. 
Additionally, this number is expected to grow to 45% within ten years.  

The main goal of manufacturers is to make themselves easier to work with both externally and 

internally. Manufacturers are constantly facing pressure to increase accuracy, improve process 
speed, and effectively utilize their internal intelligence so that they can make every supplier, 
distributor, and service interaction worthwhile.  Cloud-based services are helping to give these 

companies the chance to do just this.  

Experts say that cloud-based services have the potential to streamline key areas of business so 
that manufacturers have more time to sell their products and invest in new ones. As mentioned 

in the Forbes article, here are just a few of the ways that cloud computing is revolutionizing the 
manufacturing industry: 

 Capturing and applying company-wide data through the use of analytics, business 
intelligence, and rules engines.  

 Piloting and quickly moving to a full launch of supplier portals and collaboration 
platforms, complete with quality management dashboards and workflows.  

 Accelerating new product development and introduction strategies to attain time- to-
market objectives. 

 Managing indirect and direct channel sales from a single cloud platform that tracks sales 

results at the individual, group, and divisional level.  
 Automating customer service, support and common order status inquiries online.  

 Increasing reliance on two-tier ERP strategies to gain greater efficiencies in material 
planning and supplier management, as well as to reduce logistics costs. 

Cloud computing is seen as the future of the Internet as more and more industries are starting to 
see the potential that the cloud offers different aspects of business.  

Discovering Cloud Services Development Services and Tools: 

 Cloud computing is at an early stage of its development. This can be seen by observing the 

large number of small and start-up companies offering cloud development tools.  
 In a more established industry, the smaller players eventually fall by the wayside as larger 

companies take center stage.  
 Cloud services development services and tools are offered by a variety of companies, both 

large and small.  

 The most basic offerings provide cloud-based hosting for applications developed from 
scratch.  

 The more fully featured offerings include development tools and pre-built applications that 
developers can use as the building blocks for their own unique web-based applications. 

 

 

 

 



Amazon 

 Amazon, one of the largest retailers on the Internet, is also one of the primary providers of 

cloud development services. 
 Amazon has spent a lot of time and money setting up a multitude of servers to service its 

popular website, and is making those vast hardware resources available for all developers 
to use.  

 The service in question is called the Elastic Compute Cloud, also known as EC2. This is a 

commercial web service that allows developers and companies to rent capacity on 
Amazon’s proprietary cloud of servers— which happens to be one of the biggest server 

farms in the world.  
 EC2 enables scalable deployment of applications by letting customers request a set number 

of virtual machines, onto which they can load any application of their choice.  

 Thus, customers can create, launch, and terminate server instances on demand, creating a 
truly ―elastic‖ operation. Amazon’s service lets customers choose from three sizes of 

virtual servers: 
 Small, which offers the equivalent of a system with 1.7GB of memory,160GB of         

storage, and one virtual 32-bit core processor. 

 Large, which offers the equivalent of a system with 7.5GB of memory,850GB of 
storage, and two 64-bit virtual core processors. 

 Extra large, which offers the equivalent of a system with 15GB of memory,1.7TB 
of  storage, and four virtual 64-bit core processors 

 

(In other words, you pick the size and power you want for your virtual server, and Amazon does 

the rest) 

 EC2 is just part of Amazon’s Web Services (AWS) set of offerings, which provides 
developers with direct access to Amazon’s software and machines.  

 By tapping into the computing power that Amazon has already constructed, developers can 

build reliable, powerful, and low-cost web-based applications. 
 Amazon provides the cloud (and access to it), and developers provide the rest. They pay 

only for the computing power that they use.  
 AWS is perhaps the most popular cloud computing service to date. Amazon claims a 

market of more than 330,000 customers—a combination of developers, start-ups, and 

established companies. 
 

 



 

 

Google App Engine 

 Google is a leader in web-based applications, so it’s not surprising that the company also 
offers cloud development services.  

 These services come in the form of the Google App Engine, which enables developers to 
build their own web applications utilizing the same infrastructure that powers Google’s 

powerful applications. 
 The Google App Engine provides a fully integrated application environment. Using 

Google’s development tools and computing cloud, App Engine applications are easy to 

build, easy to maintain, and easy to scale. 
 All you have to do is develop your application (using Google’s APIs and the Python 

programming language) and upload it to the App Engine cloud; from there, it’s ready to 
serve your users. 

 As you might suspect, Google offers a robust cloud development environment. It includes 

the following features: 

 Dynamic web serving 

 Full support for all common web technologies 

 Persistent storage with queries, sorting, and transactions 

 Automatic scaling and load balancing 

 APIs for authenticating users and sending email using Google Accounts 

 



 In addition, Google provides a fully featured local development environment that simulates 
the Google App Engine on any desktop computer.  

 And here’s one of the best things about Google’s offering: Unlike most other cloud hosting 
solutions, Google App Engine is completely free to use—at a basic level, anyway.  

 A free App Engine account gets up to 500MB of storage and enough CPU strength and 
bandwidth for about 5 million page views a month.  

 If you need more storage, power, or capacity, Google intends to offer additional resources 

(for a charge) in the near future.  
 

 

 



 

 

IBM 

 It’s not surprising, given the company’s strength in enterprise- level computer hardware, 
that IBM is offering a cloud computing solution.  

 The company is targeting small- and medium-sized businesses with a suite of cloud-based 

ondemand services via its Blue Cloud initiative.  
 Blue Cloud is a series of cloud computing offerings that enables enterprises to distribute 

their computing needs across a globally accessible resource grid.  
 

 

 



 

 One such offering is the Express Advantage suite, which includes data backup and 
recovery, email continuity and archiving, and data security functionality—some of the 

more data-intensive processes handled by a typical IT department. 
 To manage its cloud hardware, IBM provides open source workload-scheduling software 

called Hadoop, which is based on the MapReduce software usedGoogle in its offerings. 
Also included are PowerVM and Xen virtualization tools,along with IBM’s Tivoli data 
center management software. 

 

Salesforce.com 

 Salesforce.com is probably best known for its sales management SaaS, but it’s also a leader 
in cloud computing development.  

 The company’s cloud computing architecture is dubbed Force.com. The platform as a 
service is entirely on-demand, running across the Internet.  

 Salesforce provides its own Force.com API and developer’s toolkit. Pricing is on a per log-

in basis. Supplementing Force.com is AppExchange, a directory of web-based applications. 
 Developers can use AppExchange applications uploaded by others, share their own 

applications in the directory, or publish private applications accessible only by authorized 
companies or clients.  

 Many applications in the AppExchange library are free, and o thers can be purchased or 

licensed from the original developers.  
 Most existing AppExchange applications are sales related—sales analysis tools, email 

marketing systems, financial analysis apps, and so forth. But companies can use the 
Force.com platform to develop any type of application. 

 



 In fact, many small businesses have already jumped on the Force.com bandwagon. For 
example, an April 2008 article in PC World magazine quoted Jonathan Snyder, CTO of 

Dreambuilder Investments, a 10-person mortgage investment company in New York.  
 ―We’re a small company,‖ Snyder said, ―we don’t have the resources to focus on buying 

servers and developing from scratch. For us, Force.com was really a jump-start.‖ 
 

Salesforce.com is the Enterprise Cloud Computing Company. Put simply, we provide CRM and 

Collaboration applications that you access over the Internet and pay-as-you-go. You can also build 

your own apps on our Force.com platform, all without the need to run and manage your own data 

centre and software. Find out why more than 87,200 companies have chosen salesforce.com to 

help run their business 

 

 

 

 



PRODUCTS: 

 
1.Accounts and contacts  

Everything you need to know about your customers and prospects - all in one place. 

2.Marketing and leads  

Close that gap between marketing and sales with better quality leads—and more of them. 

3.Opportunities and quotes  

When you have critical deals in the works, don’t let anything slip through the cracks.  

4.Jigsaw data services  

Your CRM data just got a whole lot better with real-time contact info and automated data 

hygiene. 

5.Analytics and forecasting  

Get the insight you need to keep your sales on track and moving efficiently 

6.Approvals and workflow  

Nothing should impede the momentum of your sales efforts. Drag and drop to create 
automated processes with these tools.  

7.Email and productivity  

Don’t change the way you work. With the Sales Cloud , you can work seamlessly with the 

tools you already use everyday. 

8.Content library  

Stop searching aimlessly for that killer presentation… that new product datasheet… that 

updated price sheet. It’s right at your fingertips.  

9.Genius  

Find sales insights when you need them most. Genius connects you with people and 

resources to help you close deals.  

10.Chatter  

Collaborate instantly. Get real-time updates pushed to you on the people, data, and 
documents that can help you close your deals.  

11.Partners  

Stop waiting for partner updates. Now you can have complete visibility into both direct and 
indirect sales channels with one view. 

http://www.salesforce.com/in/crm/sales-force-automation/chatter/


12.Mobile  

Having the latest information can improve customer relations and accelerate your deals. 
Stay on top of your business from any location on any device.  

13. AppExchange  

Discover hundreds of apps that will expand your sales success. Want more solutions? Look 
no further 

Salesforce.com Support also offers: 

 

  Basic Support Premier Support 
Premier Support 
with Administration 

Case limit Unlimited Unlimited Unlimited 

Response time 
2 business 

days 
2 hours 2 hours 

Online customer portal Included Included Included 

Live phone support 12/51 24/7 24/7 

Assigned representative   Yes (50 users)3  Yes (50 users)2  

Health check (annual)   Yes (50 users) Yes (50 users) 

Developer Support4    Yes Yes 

Force.com app 

extensions5 
Yes Yes Yes 

Administration     Included 

 

 

 

 

 



Other Cloud Services Development Tools 

 Amazon, Google, IBM, and Salesforce.com aren’t the only companies offering tools for 

cloud services developers. 
 There are also a number of smaller companies working in this space that developers should 

evaluate, and that end users may eventually become familiar with. These companies 
include the following: 

 

 3tera (www.3tera.com) 
 10gen (www.10gen.com) 

 Cohesive Flexible Technologies (www.cohesiveft.com) 
 Joyent (www.joyent.com) 

 Mosso (www.mosso.com) 
 Nirvanix (www.nirvanix.com) 
 Skytap (www.skytap.com). 

 StrikeIron (www.strikeiron.com) 
 Sun Microsystems has an R&D project, dubbed Project Caroline 

 (www.projectcaroline.net) 
 

Amazon EC2 (Elastic Compute Cloud)  

Amazon EC2 (Elastic Compute Cloud) is a web service interface that provides resizable 
compute capacity in the AWS cloud. It is designed for developers to have complete control over 
web-scaling and computing resources.  

EC2 instances can be resized and the number of instances scaled up or down as per our 

requirement. These instances can be launched in one or more geographical locations or regions, 
and Availability Zones (AZs). Each region comprises of several AZs at distinct locations, 
connected by low latency networks in the same region.  

 

http://www.mosso.com/
http://www.nirvanix.com/


EC2 Components  

In AWS EC2, the users must be aware about the EC2 components, their operating systems 
support, security measures, pricing structures, etc. 

Operating System Support 

Amazon EC2 supports multiple OS in which we need to pay additional licensing fees like: Red 

Hat Enterprise, SUSE Enterprise and Oracle Enterprise Linux, UNIX, Windows Server, etc. 
These OS needs to be implemented in conjunction with Amazon Virtual Private Cloud (VPC).  

Security 

Users have complete control over the visibility of their AWS account. In AWS EC2, the security 

systems allow create groups and place running instances into it as per the requirement. You can 
specify the groups with which other groups may communicate, as well as the groups with which 
IP subnets on the Internet may talk.  

Pricing 

AWS offers a variety of pricing options, depending on the type of resources, types of applications 

and database. It allows the users to configure their resources and compute the charges 
accordingly. 

Fault tolerance  

Amazon EC2 allows the users to access its resources to design fault-tolerant applications. EC2 
also comprises geographic regions and isolated locations known as availability zones for fault 

tolerance and stability. It doesn’t share the exact locations of regional data centers for security 
reasons. 

When the users launch an instance, they must select an AMI that's in the same region where the 
instance will run. Instances are distributed across multiple availability zones to provide 

continuous services in failures, and Elastic IP (EIPs) addresses are used to quickly map failed 
instance addresses to concurrent running instances in other zones to avoid delay in services. 

Migration 

This service allows the users to move existing applications into EC2. It costs $80.00 per storage 

device and $2.49 per hour for data loading. This service suits those users having large amount of 
data to move. 

Features of EC2 

Here is a list of some of the prominent features of EC2 −  

 Reliable − Amazon EC2 offers a highly reliable environment where replacement of 
instances is rapidly possible. Service Level Agreement commitment is 99.9% availability 
for each Amazon EC2 region. 

 Designed for Amazon Web Services − Amazon EC2 works fine with Amazon services 
like Amazon S3, Amazon RDS, Amazon DynamoDB, and Amazon SQS. It provides a 



complete solution for computing, query processing, and storage across a wide range of 
applications. 

 Secure − Amazon EC2 works in Amazon Virtual Private Cloud to provide a secure and 
robust network to resources. 

 Flexible Tools − Amazon EC2 provides the tools for developers and system administrators 
to build failure applications and isolate themselves from common failure situations. 

 Inexpensive − Amazon EC2 wants us to pay only for the resources that we use. It includes 

multiple purchase plans such as On-Demand Instances, Reserved Instances, Spot 
Instances, etc. which we can choose as per our requirement.  

How to Use AWS EC2 

Step 1 − Sign- in to AWS account and open IAM console by using the following 
link https://console.aws.amazon.com/iam/.  

Step 2 − In the navigation Panel, create/view groups and follow the instructions.  

Step 3 − Create IAM user. Choose users in the navigation pane. Then create new users and add 
users to the groups. 

Step 4 − Create a Virtual Private Cloud using the following instructions. 

 Open the Amazon VPC console by using the following link 
− https://console.aws.amazon.com/vpc/ 

 Select VPC from the navigation panel. Then select the same region in which we have 
created key-pair. 

 Select start VPC wizard on VPC dashboard.  

 Select VPC configuration page and make sure that VPC with single subnet is selected. The 
choose Select. 

 VPC with a single public subnet page will open. Enter the VPC name in the name field and 
leave other configurations as default. 

 Select create VPC, then select Ok. 

Step 5 − Create WebServerSG security groups and add rules using the following instructions.  

 On the VPC console, select Security groups in the navigation panel.  

 Select create security group and fill the required details like group name, name tag, etc.  

 Select your VPC ID from the menu. Then select yes, create button.  

 Now a group is created. Select the edit option in the inbound rules tab to create rules.  

Step 6 − Launch EC2 instance into VPC using the following instructions. 

 Open EC2 console by using the following link − https://console.aws.amazon.com/ec2/ 

 Select launch instance option in the dashboard.  

https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/vpc/
https://console.aws.amazon.com/ec2/


 A new page will open. Choose Instance Type and provide the configuration. Then select 
Next: Configure Instance Details.  

 A new page will open. Select VPC from the network list. Select subnet from the subnet list 
and leave the other settings as default.  

 Click Next until the Tag Instances page appears. 

Step 7 − On the Tag Instances page, provide a tag with a name to the instances. Select Next: 
Configure Security Group. 

Step 8 − On the Configure Security Group page, choose the Select an existing security group 

option. Select the WebServerSG group that we created previously, and then choose Review and 
Launch. 

Step 9 − Check Instance details on Review Instance Launch page then click the Launch button.  

Step 10 − A pop up dialog box will open. Select an existing key pair or create a new key pair. 
Then select the acknowledgement check box and click the Launch Instances button.  

 

Google App Engine (GAE)  

Definition  

Google App Engine (GAE) is a service for developing and hosting Web applications in Google's 

data centers, belonging to the platform as a service (PaaS) category of cloud computing. Web 
applications hosted on GAE are sandboxed and run across multiple servers for redundancy and 
allowing for scaling of resources according to the traffic requirements of the moment. App Engine 

automatically allocates additional resources to the servers to accommodate increased load.  

  

 

Open and familiar languages and tools 

Quickly build and deploy applications using many of the popular languages like Java, PHP, 

Node.js, Python, C#, .Net, Ruby, and Go or bring your own language runtimes and frameworks if 



you choose. Get started quickly with zero configuration deployments in App Engine. Manage 

resources from the command line, debug source code in production, and run API backends easily, 

using industry- leading tools such as Cloud SDK, Cloud Source Repositories, IntelliJ IDEA, Visual 

Studio, and PowerShell.  

         

 

 

Architecture for building a simple web app using App Engine and Google Cloud Platform.  

 

 



Google App Engine lets you run (host) your own Web applications on Google’s infrastructure. 
However, by no means is this a ―rent a piece of a server‖ hosting service. With App Engine, your 

application is not hosted on a single server. There are no servers to maintain: You just upload your 
application, and it’s ready to serve your users. Just as servicing a Google search request may 

involve dozens, or even hundreds of Google servers, all totally hidden and satisfied in a fraction of 
a second, Google App Engine applications run the same way, on the same infrastructure. This is 
the unique aspect of Google’s approach. Yes, you cede some control to Google, but you are 

rewarded by being totally free of the infrastructure, capacity management, and load balancing tasks 
that enterprise typically have to manage, irrespective of whether they are self-hosting or hosting on 

someone else’s PaaS or IaaS.  

You can choose to share your application with the world, or limit access to members of your 

organization. Google App Engine supports apps written in several programming languages: 
With App Engine’s Java runtime environment, you can build your app using standard Java 

technologies, including the JVM, Java servlets, and the Java programming language—or any 
other language using a JVM-based interpreter or compiler, such as JavaScript or Ruby. App 
Engine also features a dedicated Python runtime environment, which includes a fast Python 

interpreter and the Python standard library. The Java and Python runtime environments are built 
to ensure that your application runs quickly, securely, and without interference from other apps on 

the system. 
As with most cloud-hosting services, with App Engine, you only pay for what you use. Google 
levies no set-up costs and no recurring fees. Similar to Amazon’s AWS, resources such as storage 

and bandwidth are measured by the gigabyte.  

App Engine costs nothing to get started. All applications can use up to 500 MB of storage and 
enough CPU and bandwidth to support an efficient app serving around 5 million page views a 
month, absolutely free. When you enable billing for your application, your free limits are raised, 

and you only pay for resources you use above the free levels. 

Application developers have access to persistent storage technologies such as the Google File 
System (GFS) and Bigtable, a distributed storage system for unstructured data. The Java version 

supports asynchronous nonblocking queries using the Twig Object Datastore interface. This offers 
an alternative to using threads for parallel data processing.  

―With Google App Engine, developers can write Web applications based on the same building 
blocks that Google uses,‖ Kevin Gibbs, Google’s technical lead for the project, wrote in The 

Official Google Blog―Google. Twig is an object persistence interface built on Google App 
Engine’s low- level datastore which overcomes many of JDO-GAEs limitations, including full 
support for inheritance, polymorphism, and generic types. You can easily configure, modify or 

extend Twig’s behavior by implementing your own strategies or overriding extension points in 
pure Java code. App Engine packages those building blocks and provides access to scalable 

infrastructure that we hope will make it easier for developers to scale their applications 
automatically as they grow.‖ 
Google App Engine has appeared at a time when an increasing number of tech companies are 

moving their operations to the cloud; it places Google squarely in competition with Amazon’s 
Elastic Cloud Computing (EC2) and Simple Storage Service (S3) offerings.  

Google says its vision with Google App Engine is to offer developers a more holistic, end-to-end 
solution for building and scaling applications online. Its servers are configured to balance the load 



of traffic to developers’ applications, scaling to meet the demand of an influx of traffic. App 
Engine also includes APIs for user authentication to allow developers to sign on for services, and 

for e-mail, to manage communications. 

InternetNews.com reported, 
Through its initial preview, Google’s App Engine will be available free to the first 10,000 
developers who sign up, with plans to expand that number in the future. During that period, users 

will be limited to 500MB of storage, 10GB of daily bandwidth and 5 million daily page views, the 
company said. Developers will be able to register up to three applications.  

 

IBM Cloud    

 

IBM cloud computing is a set of cloud computing services for business offered by the 

information technology company IBM. IBM cloud includes infrastructure as a 
service (IaaS), software as a service (SaaS) and platform as a service (PaaS) offered through 
public, private and hybrid cloud delivery models, in addition to the components that make up those 

clouds. 

IBM offers three hardware platforms for cloud computing. These platforms offer built- in support 
for virtualization. For virtualization IBM offers IBM Websphere application infrastructure 
solutions that support programming models and open standards for virtualization.  

The management layer of the IBM cloud framework includes 
IBM Tivoli middleware. Management tools provide capabilities to regulate images with 

automated provisioning and de-provisioning, monitor operations and meter usage while tracking 
costs and allocating billing. The last layer of the framework provides integrated workload 
tools. Workloads for cloud computing are services or instances of code that can be executed to 

meet specific business needs. IBM offers tools for cloud based collaboration, development and 
test, application development, analytics, business-to-business integration, and security.  

 

https://en.m.wikipedia.org/wiki/Cloud_computing
https://en.m.wikipedia.org/wiki/IBM
https://en.m.wikipedia.org/wiki/Infrastructure_as_a_service
https://en.m.wikipedia.org/wiki/Infrastructure_as_a_service
https://en.m.wikipedia.org/wiki/Software_as_a_service
https://en.m.wikipedia.org/wiki/Platform_as_a_service
https://en.m.wikipedia.org/wiki/Cloud_computing#Deployment_models
https://en.m.wikipedia.org/wiki/Virtualization
https://en.m.wikipedia.org/wiki/Virtualization
https://en.m.wikipedia.org/wiki/Websphere
https://en.m.wikipedia.org/wiki/Tivoli_Software
https://en.m.wikipedia.org/wiki/Provisioning


IBM SmartCloud (or IBM Cloud) 

The IBM SmartCloud brand includes infrastructure as a service, software as a service and platform 
as a service offered through public, private and hybrid cloud delivery models. IBM places these 
offerings under three umbrellas: SmartCloud Foundation, SmartCloud Services and SmartCloud 

Solutions. 

SmartCloud Foundation consists of the infrastructure, hardware, provisioning, management, 

integration and security that serve as the underpinnings of a private or hybrid cloud. Built using 
those foundational components, PaaS, IaaS and backup services make up SmartCloud Services. 
Running on this cloud platform and infrastructure, SmartCloud Solutions consist of a number of 

collaboration, analytics and marketing SaaS applications.  

IBM also builds cloud environments for clients that are not necessarily on the SmartCloud 

Platform. For example, features of the SmartCloud platform—such as Tivoli management software 
or IBM Systems Director virtualization—can be integrated separately as part of a non-IBM cloud 
platform. The SmartCloud platform consists solely of IBM hardware, software, services and 

practices. 

IBM SmartCloud Enterprise and SmartCloud Enterprise+ compete with products like those 

of Rackspace and Amazon Web Services. Erich Clementi, vice president of Global Technology 
Services at IBM, said in 2012 that the goal with SmartCloud Enterprise and SmartCloud 
Enterprise+ was to provide an Amazon EC2-like experience primarily for test and development 

purposes and to provide a more robust experience for production workloads.  
In 2011, IBM SmartCloud integrated Hadoop-based InfoSphere BigInsights for big data, Green 

Hat for software testing and Nirvanix for cloud storage. In 2012, the then new CEO Virginia 
Rometty said the company planned to spend $20 billion on acquisitions by 2015.  

Users may build their own private cloud or purchase services hosted on the IBM cloud. Users may 

also purchase IBM hardware, software and services to build their customized cloud environment. 

By 2014, the name SmartCloud was replaced with products that have a prefix of IBM Cloud. A 

product called IBM Cloud Manager with OpenStack was IBM's integration of OpenStack along 
with a multitude of value additions that would serve enterprise customers. A product called IBM 
Cloud Orchestrator would serve the orchestration needs of an enterprise. The aforementioned 

SmartCloud products have been discontinued.  

By 2016, the aforementioned product called IBM Cloud Manager with OpenStack was 

discontinued, although the services organization may be using other versions of OpenStack for 
large scale cloud deployments. 
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Public, Private and Hybrid cloud models: 

IBM offers cloud delivery options including solely private cloud, solely public cloud, and 

variations in between. Private, public and hybrid clouds are not strictly distinct, as IBM allows the 
option to build a customized cloud solution out of a combination of public cloud and private cloud 

elements. Companies that prefer to keep all data and processes behind their own firewall can use 
private cloud services managed by their own IT staff. A company may also choose pay-as-you-go 
pricing. Hybrid cloud options allow for some processes to be hosted and managed by IBM, while 

others are kept on a private cloud or on a VPN or VLAN. IBM also offers planning and 
consultation throughout the deployment process. IBM offers five cloud provision models: 

 Private cloud, owned and operated by the customer 

 Private cloud, owned by the customer, but operated by IBM (or another provider)  

 Private cloud, owned and operated by IBM (or another provider) 

 Virtual private cloud services (based on multi-tenanted support for individual enterprises) 

 Public cloud services (based on the provision of functions to individuals)  

The majority of cloud users choose a hybrid cloud model, with some workloads being served by 

internal systems, some from commercial cloud providers and some from public cloud service 
providers. 
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On August 25, 2011, IBM announced the release of a new hybrid cloud model orchestrated 
by IBM WebSphere Cast Iron integration of on- and off-premises resources. Enterprises can use 

Cast Iron integration to link their public cloud appliances— hosted on environments like Amazon 
EC2, Google Apps, Salesforce.com, Oracle CRM, SugarCRM and a number of others—to their 

existing systems or in-house, private cloud environments. Cast Iron Integration aims to reduce the 
time and effort needed for customized coding, in favor of simple workload provisioning 
through Tivoli Management Framework. 

The IBM public cloud offering, SmartCloud Enterprise, was launched on April 7, 2011. SCE is 
hosted IaaS with service level agreements (SLA)s, and can be offered in a private, public or hybrid 

model. The environment is hosted on IBM servers (System p or System x), with a standard set of 
software images to choose from. 
For customers who perceive that the security risk of cloud computing adoption is too high, IBM 

offers private cloud services. IDEAS International wrote in a white paper, "IBM believes that its 
clients are currently more comfortable with private clouds than public or hybrid clouds, and that 

many are ready to deploy fundamental business applications in private clouds." For building 
strictly private clouds, IBM offers IBM Workload Deployer and Cloudburst as ready-to-deploy, 
―cloud in a box‖ style solutions. Cloudburst provides blade servers, middleware and virtualization 

for an enterprise to build its own cloud-ready virtual machines. Workload Deployer connects an 
enterprise’s existing servers to virtualization components and middleware in order to help deploy 

standardized virtual machines designed by IBM. For customers who prefer to perform their own 
integration of private clouds, IBM offers a choice of hardware and software build ing blocks, along 
with recommendations and a reference architecture, prior to deployment. Clients may choose from 

IBM virtualization-enabled servers, middleware and SaaS applications.  
 

Cloud standards 

IBM participates in several cloud standards initiatives within various standards development 

organizations involved in cloud service models IaaS, PaaS and SaaS, all of which work toward 
improvements in cloud interoperability and security.  

IBM is a member of The Open Group, a council that works for the development of open, vendor-
neutral IT standards and certifications. Other members of the group include HP, Oracle, SAP and 
numerous others. IBM contributed the Cloud Computing Reference Architecture in February 2011 

to The Open Group as the basis of an industry-wide cloud architecture. IBM’s CCRA is based on 
real-world input from many cloud implementations across IBM. It is intended to be used as a 

blueprint/guide for architecting cloud implementations, driven by functional and non-functional 
requirements of the respective cloud implementation. HP and Microsoft have also published Cloud 
Computing Reference Architectures.  

Within the IaaS space, IBM is a member of the Cloud Management Work Group (CMWG) within 
the Distributed Management Task Force (DMTF), which released a draft version of their 

IaaS APIs, called the Cloud Infrastructure Management Interface (CIMI), on September 14, 
2011. The CIMI APIs define a logical model for the management of resources within the 
Infrastructure as a Service domain. With these APIs, clients can create, manage and connect 

machines, volumes and networks. 
For PaaS and SaaS standards, IBM, Red Hat, Cisco, Citrix, EMC and others contribute to the 

Topology and Orchestration Specification for Cloud Applications (TOSCA) technical committee 
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within Organization for the Advancement of Structured Information Standards (OASIS), which 
aims to provide a standardized way of managing the lifecycle of cloud services, for portability of 

cloud based applications. TOSCA's goal is to advance an interoperability standard that will make it 
easier to deploy cloud applications without vendor lock- in, while maintaining application 

requirements for security, governance, and compliance 
IBM participates in a number of cloud security related standards including the DMTF Cloud 
Auditing Data Federation (CADF) working group, and the OASIS Identity in the Cloud (IDCloud) 

technical committee. CADF is designed to address the need for a cloud provider to provide 
specific audit event, log and report information on a per-tenant and application basis. IDCloud 

aims to addresses the serious security challenges posed by identity management in cloud 
computing and investigates the need for profiles to achieve interoperability within current 
standards. 

IBM founded the Cloud Standards Customer Council (CSCC) in April 2011, with the Object 
Management Group (OMG) Kaavo, Rackspace and Software AG, as an end user advocacy group 

that aimed to accelerate adoption of cloud services and eliminate barriers to security and 
interoperability associated with the transition to the cloud. In addition to contributing standards 
requirements to various standards development organizations (SDO), the CSCC also creates guides 

that companies can use on their own path to cloud adoption.  
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